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	1. Phishing
Phishing is a  types of Internet Scam or Cyber Attack, often used to steal
user data, including login credentials and credit card numbers.
Govt. Science College
Presented by Zubair Jamil
 


	2. How it works?
It  occurs when an attacker, veiled as a trusted entity, fools a victim into
opening an email, instant message, or text message. The recipient is then
tricked into clicking a malicious link, which can lead to the installation of
malware, the freezing of the system as part of a ransomware attack or the
revealing of sensitive information.
Sometime the attacker trick the victim by presenting himself as popular site
with its same user interface and is redirected to the login page and by
entering login credentials, victim exposes his identity to the attackers.
 


	3. Example
of Email Phishing
In  this example attacker present himself
as your university‘s administration and
ask you to renew your password and
when you click the link you are redirected
to a malicious site which have the same
interface as your university have, and he
tricks you and ask your old login
credentials for renewing your password.
 


	4. $57.8 Billion
According to  the FBI's 2019 Internet Crime Report, more
than 114,700 people fell victim to phishing scams in 2019.
Collectively, they lost $57.8 million, or about $500 each.
More than 50% of the development expenditure of HEC ( Total 108 Billion - 2021)
According to the FBI's 2017 Internet Crime Report, more
than 300,000 people fell victim to phishing scams in
2017 and lost $1.4 billion.
 


	5. Some Phishing Techniques
The  way how Attacker attacks in most of the cases Is known as technique.
Some of the most common and popular techniques are mentioned here.
Spear Phishing
Email Phishing
MITM Attack
Vishing
Smishing
Angler Phishing
Whaling
Pharming
 


	6. Spear Phishing
Spear phishing  is an email
or electronic commun-
ications scam targeted to a
specific individual, organ-
ization often intended to
steal data for malicious
purposes.
An email arrives, apparently from a trustworthy source, but
instead it leads the unknowing recipient to a bogus website full
of malware. These emails often use clever tactics to get victims'
attention. For example, the FBI has warned of spear phishing
scams where the emails appeared to be from the National
Center for Missing and Exploited Children.
 


	7. MITM Attack
A man  in the middle (MITM)
attack is a general term for
when a perpetrator
positions himself in a
conversation between a
user and an application
The goal of an attack is to steal personal information, such as
login credentials, account details and credit card numbers.
Targets are typically the users of financial applications, SaaS
businesses, e-commerce sites and other websites where
logging in is required.
Information obtained during an attack could be used for many
purposes, including identity theft, unapproved fund transfers or
an illicit password change.
 


	8. Smishing &Vishing
Smishing and  vishing are
types of phishing attacks
that use text messaging
(SMS) and voice calls to
manipulate victims into
giving over sensitive data to
cybercriminals.
Smishing, also called SMS phishing, uses social engineering
tactics carried out over text messaging. A criminal can us a
phone number to send text messages that appear to be from
trusted senders, like a bank, a co-worker, or a popular online
retailer. The goal is to get you to give the cybercriminal sensitive
information.
Vishing (stands for voice phishing), is a type of phishing attack
conducted over the phone. Vishing attackers fake their caller ID
to appear to be calling from a local area code to the victim.
Some attackers may use their real voice to appear more
trustworthy, This is a popular attack method to use because
VoIP users are not required to provide proof to obtain caller ID
data, which means they can easily disguise themselves as
anyone. (VoIP stands for Voice Over Internet Protocol phones.)
 


	9. Angler Phishing
People disguise  themselves
as a customer service
agent on social media in
order to reach a unhappy
customer and obtain their
personal information or
account credentials.
Fake accounts will answer people who are airing complaints on
social media, usually via Facebook or Twitter. These fake
accounts disguise themselves under a handle that includes the
name of the financial institution, hoping that the people who
are upset won’t realize that they aren’t a valid account. The fake
account will attempt to offer the disgruntled person a link that
they claim will take them directly to an agent ready to talk to
them. Clicking that link, however, will either install malware onto
their computer, or lead them to another website that will try to
get information and money from them.
 


	10. Whaling
Whaling is a  common cyber
attack that occurs when an
attacker utilizes spear
phishing methods to go
after a large, high-profile
target.
n a whaling attack, attackers send an email that looks and
seems like a legitimate email from a trusted source, often a
contact within the company or with a partner, vendor, or
customer account. A whaling email will contain enough
personal details or references gleaned from internet research
to convince the recipient that it is legitimate. Whaling attacks
may also ask a user to click on a link that leads to a spoofed
website that looks identical to a legitimate site, where
information can be collected, or malware can be downloaded.
 


	11. Pharming
Pharming is a  type of social
engineering cyberattack in
which criminals redirect
internet users trying to
reach a specific website to
a different, fake site.
These “spoofed” sites aim to capture a victim’s personally
identifiable information (PII) and log-in credentials, such as
passwords, social security numbers, account numbers, and so
on, or else they attempt to install pharming malware on their
computer. Pharmers often target websites in the financial
sector, including banks, online payment platforms, or e-
commerce sites, usually with identity theft as their ultimate
objective.
 


	12. How To Protect  Ourselves?
Security Awareness Training & Education
Email Gateway Reputation Based Solutions
Urgent call to actions & threats
First Time or Infrequent Sender
5 Suspicious Linking
1
2
3
4
 


	13. What If You  Are Under Attack?
Change all your social accounts passwords.
Must Freeze your bank cards immediately.
Run virus scans.
Take you machine to computer expert in
case of ransomware attack.
1
3
2
4
 


	14. Some Resources From  The Internet
Types of Phishing
>> https://www.webroot.com/us/en/resources/tips-articles/what-is-phishing
1
Hidden Content behind an Email
>> https://www.sciencedirect.com/topics/computer-science/malicious-email
2
 


	15. Thank You
With ❤  by Zubair Jamil
at Govt. Science College, Lahore.
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